
Percentage of privileged accounts discovered, 
managed, and secured by the PAM solution. 

Definition: 
100% coverage of all privileged accounts. 

Target: 

100%

Secret Server automatically discovers and 
manages privileged accounts, providing 
reports on coverage and security status.

How Delinea Helps: 

Privileged Account Discovery Coverage
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Number of times passwords are rotated within 
a specified timeframe (e.g., quarterly). 

Definition: 
Rotate passwords at least every 60-90 days. 

Target: 
Secret Server enforces automatic password 
rotation policies and logs rotation frequency 
for audit purposes.

How Delinea Helps: 

Password Rotation Frequency

Percentage of access requests approved or 
denied within a specified timeframe.

Definition: 
Approve or deny 95% of access requests 
within 24 hours. 

Target: 

95%

Privilege Manager tracks access requests and 
approvals in real-time, ensuring adherence to 
SLAs.

How Delinea Helps: 

Access Request Approval Rate

Number of privileged sessions monitored and 
recorded by the PAM solution.

Definition: 
Monitor and record 100% of privileged 
sessions. 

Target: 

100%

Secret Server provides session recording and 
monitoring, o�ering audit logs of all privileged 
sessions.

How Delinea Helps: 

Privileged Session Monitoring

Number of compliance violations detected 
and reported by the PAM solution.

Definition: 
Reduce compliance violations by 50% within 
the next quarter.

Target: 

50%

Delinea generates real-time compliance 
reports for frameworks like PCI-DSS, HIPAA, 
and NIST, tracking violations.

How Delinea Helps: 

Compliance Violations
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Average time taken to detect a privileged 
access-related security incident. 

Definition: 
Detect security incidents within 30 minutes. 

Target: 
SIEM integration and anomaly detection 
features in Secret Server enable quick 
detection of security incidents.

How Delinea Helps: 

Mean Time to Detect (MTTD)
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Average time taken to respond to a privileged 
access-related security incident. 

Definition: 
Respond to security incidents within 1 hour. 

Target: 
Automated security workflows and threat 
intelligence integration ensure rapid incident 
response.

How Delinea Helps: 

Mean Time to Respond (MTTR)

Number of privileged account entitlements 
reviewed and updated within a specified 
timeframe. 

Definition: 
Review and update 100% of privileged 
account entitlements quarterly.

Target: 

100%

Secret Server provides entitlement 
management and alerts for excessive 
privilege access.

How Delinea Helps: 

Privileged Account Entitlements

Percentage of users adopting the PAM 
solution for privileged access management.

Definition: 
Achieve 90% user adoption within the next 6 
months. 

Target: 

90%

How Delinea Helps: 
Delinea's dashboards and analytics track 
PAM adoption across teams and provide 
reports.

User Adoption Rate

Number of audit and compliance reports 
generated by the PAM solution within a 
specified timeframe. 

Definition: 
Generate 100% of required audit and 
compliance reports within 24 hours. 

Target: 

100%

Delinea’s reporting engine generates audit 
logs and compliance reports in real-time.

How Delinea Helps: 

Audit and Compliance Reporting
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Definition: 
Average time taken to on-board new 
privileged accounts into the PAM solution. 

Target: 
On-board new privileged accounts within 
24 hours. 

How Delinea Helps: 
Automated account discovery and on-
boarding reduce manual effort and provide 
real-time tracking.

Privileged Account On-boarding Time
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Percentage of privileged accounts compliant 
with the organization's password policy. 

Definition: 
Achieve 100% password policy compliance. 

Target: 

100%

Secret Server enforces password complexity 
policies and reports compliance rates.

How Delinea Helps: 

Password Policy Compliance

Percentage of privileged sessions recorded 
and stored by the PAM solution. 

Definition: 
Record 100% of privileged sessions. 

Target: 

100%

Delinea records and stores all privileged 
sessions, ensuring full visibility and 
compliance.

How Delinea Helps: 

Privileged Session Recording Coverage

Number of access requests submitted to the 
PAM solution within a specified timeframe. 

Definition: 
Reduce access request volume by 20% within 
the next quarter. 

Target: 

20%

Privilege Manager logs all access requests 
and tracks request volume trends over time.

How Delinea Helps: 

Access Request Volume

Percentage of privileged accounts properly 
managed throughout their lifecycle (creation, 
modification, deletion). 

Definition: 
Achieve 100% privileged account lifecycle 
management. 

Target: 

100%

How Delinea Helps: 
Automated account provisioning, 
de-provisioning, and lifecycle tracking ensure 
compliance via Delinea's IGA solution.

Privileged Account Lifecycle Management
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Percentage of compliance frameworks (e.g., 
HIPAA, PCI-DSS) adhered to by the PAM 
solution.

Definition: 
Adhere to 100% of relevant compliance 
frameworks. 

Target: 

100%

Delinea maps access control policies to 
compliance frameworks and provides 
adherence reports.

How Delinea Helps: 

Compliance Framework Adherence
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Average time taken to provision new users 
with privileged access.

Definition: 
Provision new users within 24 hours. 

Target: 
Integration with IAM systems and automation 
tools helps reduce manual provisioning time.

How Delinea Helps: 

User Provisioning Time

Average risk score of privileged accounts 
managed by the PAM solution.

Definition: 
Maintain an average risk score below 2.0. 

Target: 

2.0

How Delinea Helps: 
Delinea assigns a risk score "Delinea Score" 
to privileged accounts based on usage 
patterns, security policies and frameworks..

Privileged Account Risk Score

Percentage of audit logs retained for the 
required period (e.g., 1 year, 3 years). 

Definition: 
Retain 100% of audit logs for the required 
period.

Target: 

100%

Long-term log storage and archiving ensure 
compliance with industry retention standards.

How Delinea Helps: 

Audit Log Retention

Percentage of time the PAM solution is 
available and operational. 

By leveraging Delinea’s PAM tools and automation capabilities, organizations can effectively track and improve these 
KPI's for managing privileged access while ensuring security and compliance.

Definition: 
Maintain 99.9% uptime for the PAM solution. 

Target: 

99.9%

How Delinea Helps: 
Cloud-based Delinea PAM solutions provide 
over 99.9% uptime with monitoring 
dashboards for real-time availability tracking.

PAM Solution Uptime
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